MIKE WILSON
mike@mikewilsonstl.com | https://mikewilsonstl.com | https://github.com/MikeWilsonSTL
Atlanta, GA
PROFESSIONAL SUMMARY
Systems and infrastructure specialist experienced in Linux and Windows environments, automation, and secure networking. Skilled in deploying high-availability systems, managing backups, and hardening infrastructure using VPNs, firewalls, and YubiKey/GPG. Focused on building reliable, maintainable, and secure systems.
CORE TECHNICAL SKILLS
Operating Systems: Linux (Debian, Ubuntu), Windows Server
Scripting, Automation & Version Control: Bash, Python, cron, system, Git
Networking & Security: TCP/IP, DNS, VPNs (WireGuard), Firewalls (UFW, iptables), TLS/SSL, Email Authentication (SPF, DKIM, DMARC)
Virtualization, Infrastructure & Storage: Proxmox, ZFS, RAID, Backup Systems (Borg, Tarsnap)
Monitoring, Reliability & Hardening: Grafana, fail2ban, System Health Checks, Backup Verification & Validation
Cloud Platforms & DevOps Tools: Cloudflare, Object Storage (Cloudflare R2), rclone, Jira
Security Hardware & Low-Level Utilities: YubiKey (SSH, GPG), OpenSeaChest, libzbc, ATA Secure Erase
Keywords: Linux Systems Administration, Infrastructure Reliability, Backup Strategy, Security Hardening, Virtualization, Networking
RELEVANT PROJECTS
Proxmox Cluster/Homelab
Deployed high-availability Proxmox cluster with PBS backup four Dell PowerEdge servers
Configured ZFS storage with encrypted Borg backups and offsite cloud sync
Isolated sensitive datasets to hardened environments with scheduled backup integrity testing via VM snapshots

Self-Hosted Email Infrastructure
Built a secure email stack using Postfix, Dovecot, and SpamAssassin with DNS and TLS hardening
Ensured deliverability via tuned SPF/DKIM/DMARC policies and real-world usage testing
Managed IP reputation and firewall configurations for reliable outbound delivery

SSH Hardening with YubiKey & GPG
Eliminated password-based SSH access across Linux, Windows, and Android devices using Yubikey’s OpenPGP smartcard mode
Designed and documented cross-platform secure login and key recovery workflows
DNS & Privacy Infrastructure
Deployed recursive DNS resolver with Unbound and Pi-hole for encrypted, ad-free browsing
Enabled DNS-over-TLS/HTTPS to secure queries and reduce telemetry by ~90%
PROFESSIONAL EXPERIENCE
Data Center Technician / Network Technician
[employer withheld] – contact me for further information
Led multiple concurrent data center migration projects, coordinating efforts between on-site technicians, engineers, and executives to ensure secure, on-schedule execution
Deployed drive wiping infrastructure for 30+ devices across 3 racks and automating secure erasure via Certus Erasure
Developed SMR drive sanitization tooling compliant with NIST 800-88 and auditing requirements, successfully erasing 20,000+ drives for a major US hyperscaler 
Developed secure drive erasure workflows and managed RMA and drive buyback logistics, maintaining chain-of-custody and compliance standards
Planned & deployed secure out-of-band management networks for remote CLI/web access
Optimized internal processes using Microsoft Planner and Jira, reducing ticket duplication and human error by 80% through improved workflow design
Executed racking, diagnostics, structured cabling, CLI-based switch configuration/testing, and on-site infrastructure audits
Leveraged Linux command line tools for diagnostics, scripting, and deployment tasks across networked storage environments
Documented technical procedures and asset tracking workflows, improving onboarding efficiency and reducing handoff errors
Collaborated with remote engineers to support staging, secure data destruction, and remote monitoring implementations
Freelance Web & Infrastructure Developer
Self-Employed – Remote (2014 – Present)
Hardened production environments, implementing DNS, TLS, SPF/DKIM/DMARC, UFW/iptables firewalls, and intrusion prevention best practices
Maintained 99.9%+ service uptime through proactive patching, log monitoring, and system health checks using CLI tools and cron-based jobs
Migrated legacy systems to updated stacks, ensuring compatibility, uptime, & data integrity
Supported client onboarding and troubleshooting, providing documentation and end-user support for hosting, email delivery, and DNS records
Designed modular, scalable site architectures, integrated third-party APIs, and automated maintenance tasks via custom Bash scripts
Deployed and maintained Linux-based web and email servers for small business clients using Nginx, Apache, MySQL, Postfix, and WordPress
EDUCATION & CERTIFICATIONS
Computer Systems Management
Hickey College 2014
Certificate in Web Development (JavaScript & Java)
LaunchCode, 2023
Google Cybersecurity Certificate
Coursera, 2023
ADDITIONAL INFORMATION
Actively studying for AWS Solutions Architect Associate and CompTIA Security+
Open-source contributor and enthusiast
Systems philosophy: build systems that are secure by default, automatable at scale, and maintainable by others
